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https://apereo.github.io/cas/5.0.x/installation/Configuring-Multifactor-Authentication.html#fail-open-vs-fail-closed
https://duo.com/docs/rdp#run-the-installer
https://duo.com/docs/duounix#duo-configuration-options
https://help.duo.com/s/article/1081

YRA—YG AvEe—IVI5FVTL—pF

AVITY NOREFICHEBI I Y RI—FICAvE—VZ2XETE9MIVIZ2ERLTLLESN, I—THRHEZHR
HU &9 <. Duo M status.duo.com [CBMZIRIE L ICRIED I—YHXLLHBEZHRET 281, @B AIVYITURD
20 MU LERBBROETETHZIBABEICITIAIRMENH D XTI,

i527
o THOFEI N KICA YTy MHRELIISEEE. BIRICI-—YA\MNSEI2LENHDET.
o BROFERI1BICAVY MORELBREF. I-FAOETERTCICAVDERVWA B LNE A,
Y HA D RFHA
o MFHADFRHIKBICA YTV MO RELIIZEEF. BZICEFRG <, BIKICI—YICHSEREMED
HHZET,
TIOEADEEE

o BERTVTIIVI—2avADT7IERIIREEEZZ1 VTV MPRELISEEIF. B, B,
B ZOMOERICEFRGZ . EBONREEZHIDEICBDET,

Duo —EZAHLBENEXIIRBEET

Duo N EEREEICE > 7= & E(C Fail safe ZERAL TW3I5E. @Y —EXDREETHIELEESICFEFTES
E—-REEEFSEZI5E

H5 - EREEICREY 2MENRELTVWET

AX: Duold, Y—EZXEEZHRELTVET, —FRELRERKE LT, Yitid, Duo —ERFFEDOEHZF|I =L
FTWE9, MENBRINER. —ERDIAHIBRAINIET,

Fail secure Z{FERAL T\ 3I55 :

% . FRELICET PRMENRELTVET

X : Duo “EBRIIOHMENRELTWVWET, <7 TUT—3u>Il&8FN5T—Y0OMEICELD., COMRE
WEREINDETTIVERIIEEINET,

RERET T ER DRHE

fr&:  FRELICET 2HENMRELTVET

AX : Duo . <push/SMS/phone> #H—ERICEAT ZRHEZHRELTVWEY, —BHLRERERKE LT,
<SMS/push/phone @ A—)L/Xy 7> AL TSV, FMEIBRULRE. 7y 77— DHDET,
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https://status.duo.com/

&< H3EM (FAQ)

EET— RMEBRICENZRZIISERTEIITH.

FEEE— K. Duo Authentication Proxy & 7zld Duo THRES N7 TV —2 3y TO—AIICRESIhiEEIESNE
¥, EZYVVYITY—ILERESIEM VY 2—2 a3V ERALT. BEE-—RFOREZERIZCLZ2HEBHLET,

Authentication Proxy DOV #AXZ EICL> T, BEE—RIMEFILIEAESHERRETE XY, OV 2 RETZT
ZAxIWLRDT4 LY MU 64 Ew b Windows ¥ > Tl C:\Program Files (x86)\Duo Security Authentication
Proxy\log. 32 Ev  Windows ¥ < > Tld C:\Program Files\Duo Security Authentication Proxy\log T9,

RIC, BEE—RHPHFUHSIhEEICTRTEN %, 2 DO Duo Authentication Proxy Y OFl %R UL E T,

1. Fail safe O % Dl

'l Auth Proxy versions 2.11.0 and later

2018-11-09 16:53:57-0500 [-] (('10.0.1.99"', 54698), 146): Failmode Safe - Allowed Duo login on
preauth failure

2018-11-09 16:53:57-0500 [-
2018-11-09 16:53:57-0500 [-

(('10.0.1.99', 54698), 146): Returning response code 2: AccessAccept

]
] (('10.0.1.99', 54698), 146): Sending response

'l Auth Proxy versions 2.10.1 and earlier

2016-03-22 16:52:22-0400 [-] (('10.2.4.121"', 43031), 170): Allowed Duo login on unexpected failure
2016-03-22 16:52:22-0400 [-] (('10.2.4.121'", 43031), 170): Returning response code 2:
AccessAccept

2016-03-22 16:52:22-0400 [-] (('10.2.4.121"', 43031), 170): Sending response

2. Fail secure 0% Ml

'l Auth Proxy versions 2.11.0 and later

2018-11-09T16:57:51-0500 [-] (('10.0.1.99', 43674), 63): Failmode Secure - Denied Duo login on
preauth failure

2018-11-09T16:57:51-0500 [-] (('10.0.1.99', 43674), 63): Returning response code 3: AccessReject
2018-11-09T16:57:51-0500 [-] (('10.0.1.99', 43674), 63): Sending response

'l Auth Proxy versions 2.10.1 and earlier

2016-03-22 16:54:38-0400 [-] (('10.2.4.121', 53573), 109): Denied Duo login on unexpected failure
2016-03-22 16:54:38-0400 [-] (('10.2.4.121"', 53573), 109): Returning response code 3: AccessReject
2016-03-22 16:54:38-0400 [-] (('10.2.4.121', 53573), 109): Sending response
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BT, SIEM st authevents.log S DHATY,

1. Fail safe O % Dl

'l Auth Proxy versions 2.11.0 and later

{"username": "testuserl", "status": "Allow", "client ip": null, "server section":
"radius_ server auto", "timestamp": "2018-11-09T21:53:57.950000Z", "auth stage": "Secondary
authentication"”, "factor": null, "msg": "Failmode Safe - Allowed Duo login on preauth failure"}

'l Auth Proxy versions 2.10.1 and earlier

{"username": "testuserl", "status": "Allow", "client ip": null, "server section":
"radius_ server auto", "msg": "Allowed Duo login on unexpected failure", "timestamp": "2018-04-
17T21:39:13.4160002", "auth stage": "Secondary authentication"}

2. Fail secure 0% Ml

'l Auth Proxy versions 2.11.0 and later

{"username": "testuserl", "status": "Reject", "client ip": null, "server section":
"radius_ server auto", "timestamp": "2018-11-09T21:57:51.326000Z", "auth stage": "Secondary
authentication", "factor": null, "msg": "Failmode Secure - Denied Duo login on preauth failure"}

'l Auth Proxy versions 2.10.1 and earlier

{"username": "testuserl", "status": "Reject", "client ip": null, "server section":
"radius_ server auto", "msg": "Denied Duo login on unexpected failure", "timestamp": "2018-04-
17T21:38:11.822000z", "auth stage": "Secondary authentication"}

Duo DEA 3, BRAEZBATEEINRTWETL., ZhéED (P97 4T7/ 7057471 £LT
BErEhTWEIh,

&L\, Duo DEA%Z, B—ODIFRTEZZEIETEEHA, Duwo d. EROMIULIEI SR FISBEREOREEZY
R—bT 2700 MBARE] ZEATED. 1 DOBARKRICH T EEOFEZR/IRICHNZIET. INSOFEA
DEBERDZAVTISANSTYF v AVR—F Y ME. Amazon Web Services (AWS) DRIFAMY — v 2T 2835
DYBTF—I V7 —RBDIVTZIVIAALA LTV T—a v iE>THR—FENTWET, £/, Duo ld. ExDEA
CEIR VNI AALATORSCED 1 DOEMAWS V—Y 3 VICERT—YZ2R/BULET,

Duo (& DDoS MBI SHEARIEZEDLSICHRELETH.

AWS (&, B ® AWS Shield DDoS fiLlE72 /O —%FAL T, Duo DAY 7 S AMZ I FvICxT % DDoS ¥ %
EBMICENT 2D EEFBELCTVET, AWS £/-(d Duo B DBRILENIA VYIS ARSI FvICL>THEN
[CEEFIS AR Duo H—E R I T H2EARELE LI5S, Duo DIEYEFICHEN T CITEHN I, HEICIHU THEK
PEITEINFET., COMFERICIFE. BHEDIP ZRLR/ZXy b 7OY I DERNBT Sy VR—IUb. £IIFEEZITT
WEBWA YT ZARNTVFVYPIPZRLANDEERERN 74 vV DBEREERENETNTVLET,
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Y—ERADEFELHIFRELCIES, BROT7HOY M Z2ROBARKICBETEX I,

BARBEM CEREZEHITLH-HICERAINE T/ O0V—F, EATEEALOMADREANDEEZF/NRICHNZ
BESICHKETENTED. NI TFV Y RTRITENS0. ZLOBEEBNRVNVOCRICEDEY, co7Ot
AlE. BEVFVADO—EELTERITIZDICIFBELTVWEREA, E5IC. BAICL-> T}, BREO7—/7O0—-K&KE
AVIZANZVFPICBHLTH, RANGEENRRINT, Y—EXBLORENBRITZIEIZHNET,
—BDEIEDFVATIE, ZUTZIERESNIV VN 2ERZBAREICBHT L. REANGHENIREL., Y—EXE
IERFREIN R B 5 aJBEMEL B D T,

Y—EAREBEOREEZZTTVET. JOBARRICBITTETID,.
FNTO Duo SABRBRAKICIER S N, B/ BENEERRT 20 CRALSTRETONT « CEEEHELE

9. ChoDEHICELD, WEODEBEARENSEITLTH, T—EEZEOVY RV LANILIABHICET IS EEHD E
Th.
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