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Introduction: Threat Landscape 

Challenges Facing Organizations Today  

 

Cybersecurity attacks seem to never fade from front 

page news. From data breaches to expensive 

ransomware payments, ranging from small to large 

businesses and across industries, attackers continue 

to find new ways to gain access to internal systems.  

One type of attack that has gained attention recently 

is the exploitation of multi-factor authentication (MFA) 

meant to protect user login credentials. While MFA 

solutions have been available for some time now, 

over the past few years they have become a popular 

account safeguard. 

 However, simply adding MFA to a user login flow 

might not be enough to prevent the new and more 

sophisticated types of attacks that are making 

headlines. Instead, it is important organizations see 

MFA as one tool in their security toolbox that can be 

deployed along with other security measures to help 

protect their users and data.  
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Overview: MFA Attacks  

What exactly do MFA attacks look like and how are attackers able to gain access? Because MFA is such 

a common solution to protect logins, attackers must get creative to find ways around it. MITRE ATT&CK, 

a global knowledge base of cyber-attack tactics, provides communities with knowledge to protect 

themselves and improve their security posture. 

Below are some of the most common MFA attacks that MITRE ATT&CK has been following:  

 

 

 

 

  

MFA Interception (MITRE ID T1111): An 

attacker can steal a one-time code that is sent 

through an ñout-of-bandò communication 

(meaning outside of the primary communication 

channel), such as a SMS text message or email. 

If the device or service is compromised, an 

attacker can steal that code and proceed to login 

with the userôs credentials and MFA code.  

 

Fraudulent Enrollment (MITRE ID T1098.005): 

If a userôs credentials (username & password) are 

stolen, an adversary can register a new device to 

that controlled account. That new, fraudulent 

device can then enroll in the MFA system and 

gain persistent access to an internal system.  

 

Adversary-in-the-Middle, AiTM (MITRE ID 

T1539): After a user has successfully logged in, 

that user is granted a session cookie that enables 

them to continue to access the resource for a set 

amount of time. One attack technique used to 

gain access is to steal that sessionôs cookie to 

gain access as an already authenticated user, 

bypassing the need to MFA at all.  

 

 Push Phishing (MITRE ID T1621): When an 

adversary has a valid username and password, 

but an organization has MFA set up, each time 

that adversary attempts to login, the owner of 

those credentials gets an MFA request (ñis this 

you trying to sign-in?ò). Most users will ignore or 

deny an MFA request if they are not trying to 

sign-in. However, in push phishing (also known 

as push bombing or push harassment), the 

attacker sends the MFA requests repeatedly 

until the authentic user caves and accepts to 

stop the harassment. This is typically due to 

ñMFA fatigue,ò or can result from social 

engineering where someone posing as an IT 

employee reaches out and instructs a user to 

accept the request.   

 

https://attack.mitre.org/versions/v11/
https://attack.mitre.org/versions/v11/techniques/T1111/
https://attack.mitre.org/versions/v11/techniques/T1098/005/
https://attack.mitre.org/versions/v11/techniques/T1539/
https://attack.mitre.org/versions/v11/techniques/T1539/
https://attack.mitre.org/versions/v11/techniques/T1621/
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What Organizations Can Do  

Secure Authentication 

As adversaries get more sophisticated and the 

threat landscape continues to evolve, it can be 

overwhelming for organizations to continuously 

adapt to prevent these attacks. If an organization 

has not already moved authentication from 

RADIUS or LDAP to SAML or OIDC, that would 

be a good first step. The most effective methods 

of securing your environment increasingly rely on 

the telemetry and authentication methods that 

modern authentication protocols support.  

 

Next, organizations need to consider what type 

of authentication works best for their 

environment. One solution for organizations is to 

adopt FIDO2 compliant authentication that is 

resistant to these new types of MFA attacks. A 

common way to achieve this is through 

passwordless authentication or security keys 

that use WebAuthn, which prevents typical MFA 

attacks because FIDO2 credentials can't be 

phished or used remotely by an attacker. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

While FIDO2 offers the gold standard for authentication, not all organizations are able to implement this 

today. Shipping security keys to all users can be expensive and organizations might not have access to 

biometric authentication on usersô devices.  

Therefore, Duo has taken steps to put organizations in the best possible position to prevent these 

common attacks to meet them where they are, today.   

 
 
 

 
 
 
 

https://fidoalliance.org/fido2/
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How Duo Can Help 

Getting Started 

Duo announced the availability of the Universal Prompt in 2021 to simplify authentication and improve 

security for users. Since its release, customers have made the transition to the new prompt for a variety 

of reasons based on their organizationôs security goals. This might include gaining access to new 

authentication methods, like Verified Duo Push or Passwordless, or to respond to risk-signals at login 

through Risk-Based Authentication.   

Ultimately, the Universal Prompt is the first step organizations must take to unlock many of Duoôs security 

focused new features. In the Guide to Duo Universal Prompt, your organization can find all the tools 

necessary to begin the journey towards adoption.  

 

New Duo Capabilities 

The Duo Lift Off Guide is a helpful tool that 

organizations can use to successfully launch and 

manage Duo in their environment. This guide 

breaks down Duo best practices to walk 

administrators through what features they should 

consider as they make their way through the 

deployment process.   

In addition to these best practices, Duo has also 

introduced new features in response to the new 

attacks that have emerged in recent years. This 

can help strengthen an organizationôs defenses 

and stop bad actors using these common 

techniques that lead to high-profile breaches. 

 

 

 

 

  

https://duo.com/blog/new-universal-prompt-raises-the-bar-for-fast-easy-multi-factor-authentication
https://duo.com/blog/verified-duo-push-makes-mfa-more-secure
https://duo.com/solutions/passwordless
https://duo.com/solutions/risk-based-authentication
https://guide.duo.com/universal-prompt
https://duo.com/assets/pdf/Duo-Liftoff-Guide.pdf
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Success Planning  

Protect Duo Administrators 

One important aspect of setting up Duo is developing the privileges for Duo administrators. This role is 
important because the user has access to all user login, which makes it a high-value and high-stakes 
account to protect.    

In order to better protect administrators, they can now add a WebAuthn authenticator as a second factor 

device and use it at the time of authentication. Administrators can easily turn on select WebAuthn 

authentication methods under ñAdministrator Login Settings.ò Once this feature is enabled, the option to 

use a WebAuthn authenticator will appear on the login screen, even if you have not registered  

an authenticator.    

To learn more, check out the Duo Administrator Documentation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

https://duo.com/docs/administration#accessing-the-duo-admin-panel)
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Enrollment Protections 

In order to address the challenges around fraudulent enrollment, Duo has added a variety of features  

to protect the enrollment process. 

 

Self-Service Portal  

The Duo Self-Service Portal is a more sensitive application relative to others since it allows users to enroll 

devices. When attackers target applications, that means the security measures protecting that application 

should step up and be secured by the strongest authentication factors. Now administrators have the power to 

set up the authentication method for the self-service portal separately from regular authentication methods, as 

well as add Verified Duo Push as a more secure factor.  

 
 
  

https://duo.com/docs/self-service-portal
https://duo.com/docs/policy#verified-push
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API for User Activity Logs 

Duo administrators can request user device enrollment threats through the API endpoint and ingest 

these events into a Security Information and Event Management (SIEM) tool. This allows increased 

visibility into enrollment actions, fraud and threats, such as registering a new phone, hardware token or 

creation of a WebAuthn credential. Learn more about Duoôs API functionality in the documentation.  

  

Enrollment Threat Detection 

By doing the legwork of parsing through enrollment events and surfacing only those that appear 

fraudulent, enrollment threat detection makes it possible for administrators to review enrollment of new 

devices in a manageable workload. Duoôs Trust Monitor evaluates data from real-world attacks to alert 

administrators to these potential risks.  

 

 

 

 

 

 

 

  

https://duo.com/docs/adminapi#overview
https://duo.com/docs/trust-monitor

