K = I-—.._ m s \ ....-.-l_.‘ A
1 g B b B
- ¥ [ r
S gd___-FJ 2 Jm

SN
> ‘ 5 .‘

—

n el N
SENOTE)
Y ”_ : ¢ e ﬂ%ﬂ

..r-.l. - = ...-a....n ; . - . .. - —TE=

Duo Security

Conducted by YouGov
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Duo Security

XED_Q7. For the following questions, please remember that your answers are always treated confidentially and are never analysed individually.
By "cyber breach", we mean an incident when information is stolen or taken from your business' system without the knowledge or authorisation

of the system's owner (e.g. a ransomware attack, malware attack etc.). Has your business experienced a cyber breach in the last 12 months (i.e.
since September 2016)?

Yes, it has 0.0527

No, it hasn't 0.911

Don't know 0.0322

Prefer not to say 0.0042

0% 200 40% 60% 80% 100%%

Unweighted base: All Small Business Decision Makers (1009)
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Duo Security

XED_Q1. As a reminder, by "cyber breach”, we mean an incident when information is stolen or taken from a system without the
knowledge or authorisation of the system's owner (e.g. a ransomware attack, malware attack etc.). For the following question, we
would like you to think about the minimum level of security your business needs to effectively protect itself from cyber breaches. Do
you think your business is currently above or below this level, or are you at the minimum level? (Please select the option that best

applies, if you are unsure please give your best guess)

Below the minimum 0.0623

Prefer not to say I 0.0187

Net: Above or at the minimum {654
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Unweighted base: All Small Business Decision Makers (1009)
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Duo Security

XED_Q2. On a scale of 1 to 5, where 1 is "No challenge at all" and 5 is "A serious challenge"... How much of a challenge, if at all,
would you say each of the following are currently to your business effectively protecting itself from cyber security threats? (Please
select one option on each row)

Lack of budget/ resources available for preventative
measures

M1 - Mo challenge at all
u:z

Lack of awareness/ education around the M3
importance of cyber security practices among I
employees M5 - A serious challenge
B Don't know
EiMet:1and 2
B Met: 4 and 5

Lack of knowledge of how to combat cyber threats

Unweighted base: All Small Business Decision Makers (1009) YouGOv




Duo Security

xed_q2_1. On a scale of 1 to 5, where 1 is "No challenge at all" and 5 is "A serious challenge"... How much of a challenge, if at all,
would you say each of the following are currently to your business effectively protecting itself from cyber security threats? (Please
select one option on each row) - Lack of budget/ resources available for preventative measures

1 - No challenge at all

5 - A serious challenge

Don't know

Net: 1 and 2 0.4507

Net: 4 and 5

60% 80% 100%%

Unweighted base: All Small Business Decision Makers (1009) YouGov



Duo Security

xed_q2_2. On a scale of 1 to 5, where 1 is "No challenge at all" and 5 is "A serious challenge"... How much of a challenge, if at all,
would you say each of the following are currently to your business effectively protecting itself from cyber security threats? (Please
select one option on each row) - Lack of awareness/ education around the importance of cyber security practices among employees

1 - No challenge at all

5 - A serious challenge

Don't know

Net: 1 and 2 0.4452

Net: 4 and 5

60% 80% 100%%

Unweighted base: All Small Business Decision Makers (1009)
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Duo Security

xed_q2_3. On a scale of 1 to 5, where 1 is "No challenge at all" and 5 is "A serious challenge"... How much of a challenge, if at all,
would you say each of the following are currently to your business effectively protecting itself from cyber security threats? (Please
select one option on each row) - Lack of knowledge of how to combat cyber threats

1 - No challenge at all

5 - A serious challenge

Don't know

Net: 1 and 2 37ra

Net: 4 and 5

40% 60% 80% 100%%

Unweighted base: All Small Business Decision Makers (1009) YouGov



Duo Security

XED_Q3b. To what extent do you agree or disagree with each of the following statements? (Please select one option on each row)

Government schemes such as Cyber Essentials and
Cyber Aware, help my business improve its security @
practices

M Strongly agree

M Tend to agree

B Tend to disagree
M strongly disagree
I Dont know

B Net: Agree

B MNet: Disagree

Overall cyber security is too expensive for small
businesses like ours

As a small business, | don't think my business is a
target for cyber hackers

Unweighted base: All Small Business Decision Makers (1009) YouGov



Duo Security

xed_q3b_1. To what extent do you agree or disagree with each of the following statements? (Please select one option on each row) -
Government schemes such as Cyber Essentials and Cyber Aware, help my business improve its security practices

Strongly agree h 0.0411

Tend to agree _ 0.2153
Tend to disagree - 0.1912
Strongly disagree - 0.1175

Net: Agree _ 0.2564

0.3087

Net: Disagree

g-
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Unweighted base: All Small Business Decision Makers (1009) Y G
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Duo Security

xed_q3b_2. To what extent do you agree or disagree with each of the following statements? (Please select one option on each row) -
Overall cyber security is too expensive for small businesses like ours

Strongly agree - 0.1077

Tend to agree

Tend to disagree _ 0.2877
Strongly disagree - 0.1132
Don't know - 0.1251]

200 40% 60% 80% 100%

Unweighted base: All Small Business Decision Makers (1009) ‘ r E
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Duo Security

xed_q3b_3. To what extent do you agree or disagree with each of the following statements? (Please select one option on each row) -
As a small business, | don't think my business is a target for cyber hackers

Strongly agree h 0.0571

Tend to disagree _ 0.2826
Strongly disagree - 0.1828
Don't know - 0.0815

0% 200 40% 60% 80% 100%

Unweighted base: All Small Business Decision Makers (1009) Y G
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Duo Security

XED_QA4. For the following question, by "investment in cyber security", we would like you to think about money spent by your
business on improving/ maintaining its cyber security (e.g. training on best practices, new security software, hiring specific staff etc.).
Approximately, what percentage of your business' annual budget for the current financial year is/ will be spent on investment in
cyber security? (Please select the option that best applies. If you are unsure, please give your best guess)

0% - we do not have any budget to be spent on investment in cyber _ 3818
security

6 to 10% l 0.0355

11to 20% | 0-006

0.0148

More than 20%

L)
P

200 40% 60% 80% 100%%

Unweighted base: All Small Business Decision Makers (1009) YouGov

12



Duo Security

XED_5. Please imagine the below initiatives were going to be introduced to help protect small businesses from cyber attacks... Please
rank each of the following in order of priority you think these initiatives should be given to small businesses, where 1 is the highest
priority and 3 is the lowest priority.

Subsidies for small businesses to fund investment in
cyber security, from the UK Government (n=975)

Free cyber security products for small businesses
(n=975)

H1
Wz
H3
Free cyber security training for small businesses

(n=975)

Don't know (n=34)

Unweighted base: All Small Business Decision Makers YouGOv
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